
 

CONNECTION SHEET FOR PLATFORM 
AS4 TEST ENVIRONMENT 

 
Further in this document you can find the details for setting up AS4 connection to Common Zone 
Platform TEST environment. 
 
C.1 Version Control 
In case of update(s) a new connection sheet will be provided. 

 Update Effective as of: Description 
Version 1 01 July 2020 01 January 2020 Initial version 
Version 2 25.04.2022 25.04.2022 Renew B2B encryption Certificate 
Version 3 05.10.2022 05.10.2022 Renew B2B TLS Certificate 
Version 4 09.02.2023 09.02.2023 Update encryption certificate 
Version 5 26.07.2023 26.07.2023 Update encryption certificate 
Version 6 04.10.2024 04.10.2024 Update encryption certificate 

    
 

C.2 AS4 connection details 
Contact details 

Contacts 
JSC Conexus Baltic Grid 
platform@conexus.lv 
+371 25630000 

 

AS4 Parameters 

Trading Partner Info 
Party id 10X00-BCGP-APP-G 
Roles http://docs.oasis-open.org/ebxml-

msg/ebms/v3.0/ns/core/200704/initiator 
http://docs.oasis-open.org/ebxml-
msg/ebms/v3.0/ns/core/200704/responder 

Party id type http://www.entsoe.eu/eic-codes/eic-party-codes-x 
Partner URL (endpoint) https://bcgp-test.conexus.lv/services/as4 
Agreement reference http://www.entsog.eu/communication/agreements/<NU-EIC>/10X00-

BCGP-APP-G/1 
Where <NU-EIC> is the EIC code of the network user 

 

Business Agreement Details 
Service http://docs.oasis-open.org/ebxml-msg/as4/200902/service 
Service action http://docs.oasis-open.org/ebxml-msg/as4/200902/action 
Service type http://edigas.org/service 
From Role (your role) ZSH 
To Role (platform role) ZSO 
 

Other Details 
Certificates See section C.3 
Inbound/Outbound IP address 159.148.63.87 
Signature algorithm SHA256 



Encryption algorithm AES (128 bit) GCM 
 

 

C.3 Platform encryption Certificate B2B 

Certificate Details 
Expiry Date 19.09.2026 

Encryption 
cert (please 

save and 
rename file 
as  *.pem 
or*.crt) 

-----BEGIN CERTIFICATE----- 
MIIH3zCCBcegAwIBAgITTAAAAyE8TMVlA8Hu3AAAAAADITANBgkqhkiG9w0BAQ0F 
ADBaMRIwEAYKCZImiZPyLGQBGRYCbHYxFzAVBgoJkiaJk/IsZAEZFgdjb25leHVz 
MRYwFAYKCZImiZPyLGQBGRYGZGF0b3JpMRMwEQYDVQQDEwpDb25leHVzLUNBMB4X 
DTI0MDkwNTExNTM0NVoXDTI2MDkwNTExNTM0NVoweTELMAkGA1UEBhMCTFYxDTAL 
BgNVBAgTBFJpZ2ExDTALBgNVBAcTBFJpZ2ExHzAdBgNVBAoTFkNvbmV4dXMgQmFs 
dGljIEdyaWQgQVMxDDAKBgNVBAsTA0lURDEdMBsGA1UEAxMUYmNncC10ZXN0LmNv 
bmV4dXMubHYwggIiMA0GCSqGSIb3DQEBAQUAA4ICDwAwggIKAoICAQCzppi/CLQw 
lCJiXpfk0qkrgRPxykHjj01u2DAlpc+XitvNxxpL8vj01AxBcN0oV7SlrN5NnSXq 
fTmt3jLMqx2Wz5RaB59Ub8fG5WWFoLUcFjPHEThMu7zHm5KBxAINoIfydk3V42vl 
VAL6+MF0+CtqQHqLUxQK9m/yu6PdKZgSX06Ff3XU52xQ50DU1025QKMQW4nrhmXO 
in0/3CdR+q7e9dzD8avKxrkRgGn6WGQRiXYv0Jwh2NQi1c+RCxuX4spQ8HnJGsY+ 
A9h8UtsTqexlwRlVj8q7MWDMOOp5biJC3IRUXsThHLNo/0WZbGWUDwlpbYLlFLZU 
4bMsGyuo1QoxRJPd/zet5Z12TOGTcDBrsHmC9OZgZ6T5/i40Ney0IB69dDNKLqOS 
N/d9r7L+xtVb7AOBa1wSr+7h/z+wXqXQ4Dd739a4+AjPiqm96t4KPw38zJAx2Ll4 
+G8tCPyHn0xRahR8ehkeVcyWDPMEynn2f7AMXTLK1XZg5ju0y2zxISzXO2l8GX1f 
1aOYjwHuJzZT8268KYzjKnY9tWqjgRFgiKDybOz7W3O38ZRbumY+rpW6iVFPyZHr 
XYcbv/C1oiFgdxGAyrFZbsHaPxILcO20ZosEOruuRgdyiZvh2S5TmOE87meIsl/g 
9hC5SVRQD0eNw+74Kt1IJjkARBZemYxKDwIDAQABo4ICfTCCAnkwHwYDVR0RBBgw 
FoIUYmNncC10ZXN0LmNvbmV4dXMubHYwHQYDVR0OBBYEFJgp8iuLDuBdYQJAIy/D 
w+HTvsQeMB8GA1UdIwQYMBaAFFtukg+QlNxcL5/AyfbhBvgppl+zMIHNBgNVHR8E 
gcUwgcIwgb+ggbyggbmGgbZsZGFwOi8vL0NOPUNvbmV4dXMtQ0EsQ049ZGMxLENO 
PUNEUCxDTj1QdWJsaWMlMjBLZXklMjBTZXJ2aWNlcyxDTj1TZXJ2aWNlcyxDTj1D 
b25maWd1cmF0aW9uLERDPWRhdG9yaSxEQz1jb25leHVzLERDPWx2P2NlcnRpZmlj 
YXRlUmV2b2NhdGlvbkxpc3Q/YmFzZT9vYmplY3RDbGFzcz1jUkxEaXN0cmlidXRp 
b25Qb2ludDCBxQYIKwYBBQUHAQEEgbgwgbUwgbIGCCsGAQUFBzAChoGlbGRhcDov 
Ly9DTj1Db25leHVzLUNBLENOPUFJQSxDTj1QdWJsaWMlMjBLZXklMjBTZXJ2aWNl 
cyxDTj1TZXJ2aWNlcyxDTj1Db25maWd1cmF0aW9uLERDPWRhdG9yaSxEQz1jb25l 
eHVzLERDPWx2P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZp 
Y2F0aW9uQXV0aG9yaXR5MA4GA1UdDwEB/wQEAwIFoDA8BgkrBgEEAYI3FQcELzAt 
BiUrBgEEAYI3FQiG1bh9h6TuW4OdlSmF+qkkh6zVQmPp+XKEmKEjAgFkAgEZMBMG 
A1UdJQQMMAoGCCsGAQUFBwMBMBsGCSsGAQQBgjcVCgQOMAwwCgYIKwYBBQUHAwE
w 
DQYJKoZIhvcNAQENBQADggIBAFhHLFScvXnQU56/IyO0zsaWtVltyYXEAEyX23Nv 
IlQdT9qCrJR2nxuaDoHRjoeE0I49WHdUvCqvnNYCCQhF7elPor+TbRvaD5ZEbQ/E 
B3pVgtpbllYPfPagerIBNmkV5sERzbR5espwbTA2jJLw/6Pc/zJx/d1tyVvHdf8e 
5d98o1HjrDaUhq99ze4Ojt5cFmKB7DlgI446bE1u/1PLzRpfVqxD8J4HEtd8QKqg 
cnWI+uGtYqwkOssSOMchz04F/OgrRQVxPolZbLW3mL+vkqSJo+JOUFwa+0inpQYQ 
oiHAJtrNVKRMFBnFxatuqHS6X1qSEqqOEdOXkeLpK6nB2EcDmFko/I7yuW/ljX36 
A4ydaCHCXKabp1KQnLx/mzR8H3TrPMasU4ur7DTh1GxYP5BcbCVuRkkMGNZorccH 
QEgqIhgPcXu5mpgi0UK57ClEOs8+nfNpww/UB6/ysE2HA8UQCosVtNw+nq34bRrq 
7XhZwQddGEGllCBDkj/XNf2xY5+/NUFRUAV0YbzLxHOoMeNgYys/76P1Yy2wsjtj 
f8442Bj6AqWsy3fIfrqUgJ7JOdIS3Yzzt5hPKV/VMXqI1oXMgvArI/kkw14H/hVN 



Dri9prH/OXEZA+ipVUUwtn8vEnnt7yjgp2Ceh83HyjwUlCXzcjZrJLOA1JzrWLWz 
m7KJ 
-----END CERTIFICATE----- 

 

C.3 Platform TLS certificate B2B 

Certificate Details 
Expiry Date 19.09.2026 

TLS cert 
(please 

save and 
rename file 
as *.pem or 

*.crt) 

-----BEGIN CERTIFICATE----- 
MIIH3zCCBcegAwIBAgITTAAAAyE8TMVlA8Hu3AAAAAADITANBgkqhkiG9w0BAQ0F 
ADBaMRIwEAYKCZImiZPyLGQBGRYCbHYxFzAVBgoJkiaJk/IsZAEZFgdjb25leHVz 
MRYwFAYKCZImiZPyLGQBGRYGZGF0b3JpMRMwEQYDVQQDEwpDb25leHVzLUNBMB4X 
DTI0MDkwNTExNTM0NVoXDTI2MDkwNTExNTM0NVoweTELMAkGA1UEBhMCTFYxDTAL 
BgNVBAgTBFJpZ2ExDTALBgNVBAcTBFJpZ2ExHzAdBgNVBAoTFkNvbmV4dXMgQmFs 
dGljIEdyaWQgQVMxDDAKBgNVBAsTA0lURDEdMBsGA1UEAxMUYmNncC10ZXN0LmNv 
bmV4dXMubHYwggIiMA0GCSqGSIb3DQEBAQUAA4ICDwAwggIKAoICAQCzppi/CLQw 
lCJiXpfk0qkrgRPxykHjj01u2DAlpc+XitvNxxpL8vj01AxBcN0oV7SlrN5NnSXq 
fTmt3jLMqx2Wz5RaB59Ub8fG5WWFoLUcFjPHEThMu7zHm5KBxAINoIfydk3V42vl 
VAL6+MF0+CtqQHqLUxQK9m/yu6PdKZgSX06Ff3XU52xQ50DU1025QKMQW4nrhmXO 
in0/3CdR+q7e9dzD8avKxrkRgGn6WGQRiXYv0Jwh2NQi1c+RCxuX4spQ8HnJGsY+ 
A9h8UtsTqexlwRlVj8q7MWDMOOp5biJC3IRUXsThHLNo/0WZbGWUDwlpbYLlFLZU 
4bMsGyuo1QoxRJPd/zet5Z12TOGTcDBrsHmC9OZgZ6T5/i40Ney0IB69dDNKLqOS 
N/d9r7L+xtVb7AOBa1wSr+7h/z+wXqXQ4Dd739a4+AjPiqm96t4KPw38zJAx2Ll4 
+G8tCPyHn0xRahR8ehkeVcyWDPMEynn2f7AMXTLK1XZg5ju0y2zxISzXO2l8GX1f 
1aOYjwHuJzZT8268KYzjKnY9tWqjgRFgiKDybOz7W3O38ZRbumY+rpW6iVFPyZHr 
XYcbv/C1oiFgdxGAyrFZbsHaPxILcO20ZosEOruuRgdyiZvh2S5TmOE87meIsl/g 
9hC5SVRQD0eNw+74Kt1IJjkARBZemYxKDwIDAQABo4ICfTCCAnkwHwYDVR0RBBgw 
FoIUYmNncC10ZXN0LmNvbmV4dXMubHYwHQYDVR0OBBYEFJgp8iuLDuBdYQJAIy/D 
w+HTvsQeMB8GA1UdIwQYMBaAFFtukg+QlNxcL5/AyfbhBvgppl+zMIHNBgNVHR8E 
gcUwgcIwgb+ggbyggbmGgbZsZGFwOi8vL0NOPUNvbmV4dXMtQ0EsQ049ZGMxLENO 
PUNEUCxDTj1QdWJsaWMlMjBLZXklMjBTZXJ2aWNlcyxDTj1TZXJ2aWNlcyxDTj1D 
b25maWd1cmF0aW9uLERDPWRhdG9yaSxEQz1jb25leHVzLERDPWx2P2NlcnRpZmlj 
YXRlUmV2b2NhdGlvbkxpc3Q/YmFzZT9vYmplY3RDbGFzcz1jUkxEaXN0cmlidXRp 
b25Qb2ludDCBxQYIKwYBBQUHAQEEgbgwgbUwgbIGCCsGAQUFBzAChoGlbGRhcDov 
Ly9DTj1Db25leHVzLUNBLENOPUFJQSxDTj1QdWJsaWMlMjBLZXklMjBTZXJ2aWNl 
cyxDTj1TZXJ2aWNlcyxDTj1Db25maWd1cmF0aW9uLERDPWRhdG9yaSxEQz1jb25l 
eHVzLERDPWx2P2NBQ2VydGlmaWNhdGU/YmFzZT9vYmplY3RDbGFzcz1jZXJ0aWZp 
Y2F0aW9uQXV0aG9yaXR5MA4GA1UdDwEB/wQEAwIFoDA8BgkrBgEEAYI3FQcELzAt 
BiUrBgEEAYI3FQiG1bh9h6TuW4OdlSmF+qkkh6zVQmPp+XKEmKEjAgFkAgEZMBMG 
A1UdJQQMMAoGCCsGAQUFBwMBMBsGCSsGAQQBgjcVCgQOMAwwCgYIKwYBBQUHAwEw 
DQYJKoZIhvcNAQENBQADggIBAFhHLFScvXnQU56/IyO0zsaWtVltyYXEAEyX23Nv 
IlQdT9qCrJR2nxuaDoHRjoeE0I49WHdUvCqvnNYCCQhF7elPor+TbRvaD5ZEbQ/E 
B3pVgtpbllYPfPagerIBNmkV5sERzbR5espwbTA2jJLw/6Pc/zJx/d1tyVvHdf8e 
5d98o1HjrDaUhq99ze4Ojt5cFmKB7DlgI446bE1u/1PLzRpfVqxD8J4HEtd8QKqg 
cnWI+uGtYqwkOssSOMchz04F/OgrRQVxPolZbLW3mL+vkqSJo+JOUFwa+0inpQYQ 
oiHAJtrNVKRMFBnFxatuqHS6X1qSEqqOEdOXkeLpK6nB2EcDmFko/I7yuW/ljX36 
A4ydaCHCXKabp1KQnLx/mzR8H3TrPMasU4ur7DTh1GxYP5BcbCVuRkkMGNZorccH 
QEgqIhgPcXu5mpgi0UK57ClEOs8+nfNpww/UB6/ysE2HA8UQCosVtNw+nq34bRrq 
7XhZwQddGEGllCBDkj/XNf2xY5+/NUFRUAV0YbzLxHOoMeNgYys/76P1Yy2wsjtj 
f8442Bj6AqWsy3fIfrqUgJ7JOdIS3Yzzt5hPKV/VMXqI1oXMgvArI/kkw14H/hVN 
Dri9prH/OXEZA+ipVUUwtn8vEnnt7yjgp2Ceh83HyjwUlCXzcjZrJLOA1JzrWLWz 



m7KJ 
-----END CERTIFICATE----- 

 


